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1. HaumeHoBaHue AUCHUITIIMHBI

«OCHOBBI KpUITOrpapum».

2. IlepevyeHb IUIAHMPYEMBIX Pe3yJbTATOB OCBOCHHSI 00pa30oBaTeJIbHOI

nporpaMmbl ¢ YKa3aHMEM HHAUKATOPOB HUX JOCTHKCHHS, COOTHECCHHBLIX C

IUVIAHUPYEMBbIMH pe3yJIbTaTAMH 00yUYeHUsl 10 JUCHUIINHE

Kon HaumenoBanue WNupukaropsl PesynbTarel o0yueHus (yMeHUs
KOMITET KOMITETCHITUH JOCTHXCHUS Y 3HAHUS), COOTHECCHHBIC C
SHIUU KOMIIETEHITNH KOMTMETEHIUSIMI/MHIUKATOPaMHU

JOCTIDKEHUSI KOMITETCHIIUU
[IKH-2 | CnocobHoCTh 1. Bnageer 00bekTHO- | 3HATH OCHOBBI COBPEMEHHBIX OOBEKTHO-
pa3pabaThIBaTh OPHEHTHPOBAHHBIM OPUCHTUPOBAHHBIX S3bIKOB
AITOPUTMBI U SI3BIKOM IPOTPAaMMHPOBAHUSI.

MIPOrpamMMBI C
HCIIOJIE30BAHUEM
COBPEMEHHBIX
TEXHOJIOTHI
MIPOrPaMMHUPOBAHUS
(TIKH-2)

IpOrpaMMUPOBAHMS Ha
YpOBHE 3HaHUS
CHUHTAaKcHUca 1
CEMaHTHUKH, OCHOB

YMeTh UCIOIB30BaTh COBPEMEHHBIE
TEXHOJIOTHI MPOTrPaMMHUPOBAHHUS U
CTaHJapTHBIE OMOJINOTEKH.

CTaHJApTHOU

OMOTMOTEKH.

2. Ucnonb3yet 3HATbH COBPEMEHHBIC HHCTPYMEHTAIIbHBIC
WHCTPYMEHTAJIbHBIC CpeACTBa MPOTPaMMHUPOBAHHUSL.

cpenacTBa

POTPaMMHPOBAHHS YMeThb UCTIOIB30BATH TOMYJISIPHBIC

(IDE, SDK, API, (peliMBOpPKU U CTaHIAPTHBIE
HOMYJISIPHBIE OMONIMOTEKH ISl JOCTHKEHHS BEICOKOM
bpeitMBOpKY U CKOpOCTH pa3pabOTKU MPOEKTOB MO
OMOIMOTEKN). obecreueHn0 6€30MacHOCTH JTAHHBIX.

3. Opranu3oBbIBaET
KOJIOBYIO 0a3y,
OpUEHTHPYETCS B
CYIIECTBYIOIIEM KOJIE,
JIEMOHCTPHUPYET 3HAHUE
OOIIETTPUHSATHIX
COTIJIALLICHUH U
MOJINTUK B 00JIaCTH
ohopMIIEHHUS KOJIa.

3HATH NIPUHIUIIBI OPTaHU3AIMH KOJIOBOM
0askbl.

YMeTb OpUEHTUPOBATHCS B
CYLIECTBYIOILEM KOJE, U
JIEMOHCTPHPOBAThH 3HAHHE
OOIICTIPUHATHIX COTJIAIICHUN U TIOJIUTHK
0e30MmacHOCTH B 00J1aCTH 0(hOpMIICHUS
KOJ1a.

4. IIpoextupyer
TEKCTOBEIH,
MPOTPaMMHBIN WU
rpaguyeckuit
uHTepdeiic
MIPOTPaMMHOM CUCTEMBI
UCXOJIS U3 ee
HA3HAYCHMUSI.

3HATBH IPUHLUIIBI IPOSKTUPOBAHUS
IPOTrPaMMHOTO U TpapUIECcKOro
uHTepdeiica mMporpaMMHON CHCTEMBI C
y4eToM TpeboBaHM HHPOPMALIMOHHOM
0€30MacHOCTH.

YMeTh HacTpauBaTh MPOTPAMMHBINA WK
rpadgudeckuii uHTEphEenc CuCTEMbI
UCXOJISl U3 €€ Ha3HAUCHMUS.




IIKH-7

CnocoOHOCTD
BBITOJIHATH CEPBUCHOE
o0cCITy>)KHUBaHUE u
HaCTPOUKY
anmapaTHoro

Y TIPOTPaMMHOTO
oOecrneycHus, B TOM
yuciae € y4eToM
TpeOoBaHu
WHGOPMAIMOHHON
0€301MacHOCTH

1. leMoHCTpHpYET
3HaHWE OCHOB

(YHKIIHOHUPOBAHHUS
KOMITbIOTEPHOM
TEXHUKH, PEIIET YacTO
BO3HHKAIOIIINE
poOJIEMbI B X
JKCIUTyaTaluH,
BBITIOJIHSIET TIEPBUYHYIO
YCTaHOBKY U
HACTPOUKY
MOIYJISIPHBIX TPOrpaMM
U ONePAIlHOHHBIX
CHCTEM.

2. JleMOHCTpHUpYET
3HAHHE OCHOB
(YHKIIMOHUPOBAHHUS
OTIEPAIIMOHHBIX CHCTEM
¥ KOMITBIOTEPHBIX
CeTeil, HaCTpanBaeT
CeTeBbIe MOJIKIIOYCHHUS
U CITYXOBI,
JMAarHOCTHPYET UX
paboty u pemier
TUIMYHBIE 321241
aJIMUHHCTPUPOBAHUS
CEeTEH.

3. Ucnonb3yer
CepBepHbIE
OTepaIlMOHHbIE
CUCTEMBI JJIst
pa3paboTku u
pa3BepThIBaHUs
CETEBBIX NPUIIOKECHUH,
HacTpanBaeT BeO-
CITyKObI, YaCTHYHO
ABTOMATU3HUPYET 3TU
HPOLIECCHI.

4. JleMoHCTpHpYET
3HaHUE OCHOB
KOMITBFOTEPHOU
0e30I1aCHOCTH,
AITOPUTMOB

M poBaHus,
XEIIMPOBAHMS,
MIOHATHN
ayTeHTU(DUKALUH,
aBTOpPU3AIINY,

3HaTh OCHOBBI (DYHKIIMOHHUPOBAHUS
KOMITBIOTEPHOM TEXHUKH U
BO3HHKAIOIINE TPOOIEMBI B UX
IKCILTyaTallUH.

YMeTh BBITMOTHSITH IEPBUYHYIO
YCTaHOBKY U HACTPOMKY MOITYJISIPHBIX
POrpaMM U ONEPAIMOHHBIX CHCTEM C
y4eToM TpeOOBaHMI HHPOPMAIIMOHHOMN
0€30MacHOCTH.

3HATBh OCHOBBI (PYHKIIHOHUPOBAHUS
OTIEPALMOHHBIX CHCTEM H
KOMITBIOTEPHBIX CETEH C y4eTOM
TpeboBaHui HH(OPMAITMOHHOMH
0e30MacHOCTH.

Ymers  pemars  TUIOBBIE  337a4d
aIMVHHACTPUPOBAHUS CETEH C y4eTOM
TpeOOBaHUil 1O MIN(PPOBAHUIO JAHHBIX.

3HaTh OCHOBBI (DYHKIIMOHHPOBAHUS
CEPBEPHBIX ONEPAIIMOHHBIX CUCTEM IS
pa3paboTKH U pa3BEPTHIBAHUS CETEBBIX
MPWIOKEHUH, C Y4ETOM TpeOOBaHUI
UH(POPMALMOHHOM O€30MaCHOCTH.

YMeTb pa3BepThIBaTh CETEBHIE
NPUJIOKEHUS, U 00ecTieunBaTh
HACTPOMKY BEO-TPUIIOKEHUH C yU4eToM
TpeboBaHMi MO MU(POBAHUIO TAHHBIX.

3HATBh OCHOBBI KOMITBIOTEPHOM
6e30macHOCTH HH(POPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CETEH.

YMeTb  HCIONB30BaTh  COBPEMEHHBIE
QITOPUTMBI MUGPOBAHMS, XCITUPOBAHUS,
UACHTUGUKAUY U ayTEHTUPHUKAIUH.




TUPPOBBIX
cepTuduKaTos,
MIPOTOKOJIOB
6e3omacHoit
nepeayn JaHHbIX.

3. MecTo IMCHUIUINHBI B CTPYKTYype 00pa30oBaTeIbHOM MPOrpaMMbl

JlucuuIuiHa «OCHOBBI KPHUIITOTpa OTHOCHTCSI K
oOmenpodeccuoHanTbHOMY ITUKITY TUCIUILIVH.

4.00beM JUCHUILIUHBI (MOYJIsI) B 3a4E€THBIX €IMHUIIAX U B AaKAJleMUYECKUX 4acax
¢ BblIeJIeHHeM 00beMa ayJIuTOPHOM (JIeKIHUH, CEMUHAPbI) U CAMOCTOSATEIbHOM
padoThI 00yUaAKOIIMXCS

Tabmuma 1

Bup yueOHoil paGoThl 10 AMCHHUILINHE Bcero Cemectp 3/4

(B 3/e 1 4yacax) (B yacax)
O0mas Tpy10eMKOCTb IMCHHUIIJIMHbBI 43.e./144 144
Konmaxkmmuasa paboma — Ayoumopnuie
3aHAMUA 50/34/16 50/34/16
Jlexyuu 16//16/4 16//16/4
Cemunapbl, npakmuyeckue 3aHAMus 34/18//12 34/18//12
Camocmoamenvhas paboma 94/110/128 94/110/128
Bua texymiero KoHTpoJIst Kontponbnas pabora Kontponbnast pabota
Bun npomexyTouHOM arTecTaluu 3auer 3auer

5. Conep:xxkanve NUCHUILVIMHBI, CTPYKTYPUPOBAHHOE IO TeMaM (pa3jaeiam)
AUCHUIUVIMHBI € YKa3aHueM HX 00beMOB (B aKajJeMHYeCKMX 4Yacax) M BHUIOB
Y4eOHBIX 3aHATHI

5.1 Conepxkanue TeM AUCHUIIIHHbBI

Tema 1. O0mue noHsATHA KpUNTOrpadguyeckoi 3aliuTbl MHGOPMALUH

Mecto kpunrtorpapuyeckoi 3amuThl HH(pOpManuu B o0ecredyeHuu MH()OpMauOHHON
oe3onacHoctu. Kpatkue cBenenust u3 uctopuu kpunrorpaduu. [Ipumepsl peanuzauuu
KJIACCUYECKUX MU(PPOB MOHOAN(PABUTHBIX, MHOTOAJI(DABUTHBIX MOJACTAHOBOK U MIU(POB
nepecTaHoBKU. TpeOoBaHusl K cucTeMaM HMGPOBAHUS U MPUMEPHl UX pealu3alud B
KJIACCUYECKUX KPUNTOrpaduyeCcKux alropurmax.
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Tema 2. MaTeMaTHu4ecKHe OCHOBbI KPUIITOJIOTUH

AnreOphl: TOMYTPYyNNBI W TPYIIbI, KOJbIA, TOJA, BEKTOPHBIC IMPOCTPAHCTBA.
[{uknmuueckne TPyNIbl, MOPSAOK dneMeHTa. Komblla MaTpull, MHOTOWICHOB, IEIIBIX
quceN, BBIYETOB MO Moayno m. Omepanuu Haj MHokecTBamHu. OToOpakeHHE
MHOECTB. MOIIHOCTh MHOKECTB. OTHOIIIEHUS HA MHOYKECTBaX. bBUHApHBIC OTHOIICHUS
Ha MHOKECTBAaX: SKBHUBAJCHTHOCTh, YACTUYHBIA IOPSIOK, TUArpaMMmbl. JIMCKpETHBIC
¢byHKIIMK, TpeoOpa3oBaHWs MHOXKECTB, TIOJCTAHOBKH. I['pad mpeoOpa3zoBaHus,
TIOJICTAHOBKH.

bazoBeie ompeneneHuss Kpunrorpaduu:  CTOWKOCTh mudppa; o00BeM  KIIOUa;
IOMEX0YCTOMYUBOCTH MM (Pa; UMUTOCTONKOCTH MIM(Pa; pa3pacTaHue YUCIa OITHOOK.

Tema 3. CumMeTpUYHBIE CHCTEeMbI IIM(PPOBaAHUA

[lepememmuBaroiue cBoiicTBa npeoOpazoBanuil. CTpoeHHE UTEPATHUBHBIX OJOUHBIX
mmdpos, SP-cetn, cetu Deiicrens. PaynnoBas (yHkius, S-O0KCHI, KIIIOUYEBOE
pacniucanue. bazoBbiii pexkum ECB, cBoiCTBa, OCHOBHBIE HEIOCTAaTKH. PenMbl
CBC, OFB. CrpykrypHas cxemMa CHMMETPUYHOW KpunrocucteMbl. O0630p
COBPEMEHHBIX CHMMETPUYHBIX anropuTMoB OsioyHoro mwmdpoBanus. DES (Data
Encryption Standard). OGoOmennas cxema mudpoBanusa. Peamuzarus yHKmum
mmdpoBanus. [lomydyenune payHaoBbix Kiouedl. OneHKa KPUITOCTOMKOCTH
anroputMa DES. Pexumbl paGotel DES. Anroputm Blowfish. Muaunmanuzanus.
Oyukuus muppoanusa. CpaBHenue anroputMoB Blowfish u DES. OteuecTBeHHbIN
CTaHAAPT CUMMETPUYHOIO MHU(GPOBAHUS: JIOTMKAa MOCTPOEHUS MHPpPaA; PEKUMBI
pabotel. AES Rijndael: cxema npeoOpazoBanusi naHHbIX npu mudppoBaHuu. Cxema
paynaa anroputma Rijndael. S[] — dyHKIus moacTaHOBKM OalT I aJiropuTMa
Rijndael (S-6okc). IlomyueHue payHAOBBIX Kitoued B anroputMme Rijndael.
CpaBHUTENBHBIE XAPAKTEPUCTUKU COBPEMEHHBIX aJITOPUTMOB CHUMMETPUYHOTO
m@poBaHusl.

Tema 4. AcumMeTpuUHbIe cUCTeMbI U POBAHUS

BoruncnurenbHass  CIOKHOCTb — QITOPUTMOB  (pakTOpH3alMM U JUCKPETHOTO
norapudmupoBanus. [IpocTeie U B3auMHO IpocThie uncia. AnroputM EBknmna u
pacmmpeHHbiii anroputM EBknmma. Apudmernka octraTkoB. ['pynmbl u KosbIIa.
Oyukuus ditniepa. Manas teopema @epma u TeopeMa Diliiepa. Perenue cpaBHeHUN
B KoJbllaX BbIYeTOB. Kwuraiickas teopema 00 ocrtarkax. [IpoBepka uymcen Ha
npoctoTy. Metoa npoOHbIX AeneHuid. Pemero Oparochena. BeposTHOCTHBIN TecT
®epma. Yucna Kapmaiikia. Kparkuii 0030p COBpEMEHHBIX aCUMMETPUYHBIX CUCTEM
mudpoBanus. OO0OHmIEHHass cXeMa aCMMMETPUYHOW CHCTEMbl IU(POBAHUS.
AnroputMm RSA (Rivest-Shamir-Adleman). Anroputm Omnb-I"amans (E1 Gamal).
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Tema 5. JjIeKTpOHHAS OANUCH

Xom-QyHKIuy, omnpeaeleHne U odume TpedoBanus. OmHOHAINpaBiICHHBIE (DYHKIUH,
XOMI-QOYHKIMK, KOUIM3UHU. XOm-QyHKIUA HAa OCHOBE OJI0YHOTO IH(pPOBaHUS.
OnektponHas noanuck (OII): oOmme NOHATHS H oOmpeneieHus, TpeOOBaHHS U
ctpykrypa OII. Ilpoueaypel moctaHoBKH W mnpoBepku mnommuHHoctd OlIl. Cxema
dbopmupoBanusa Il (Ha npumepe ucnonab3oBaHus anroputMoB RSA u Dnp-Iamans).
[Ipouenypsr mocranoBkrn u mnpoBepku Il I'OCT 34.10-2018 «MudpopmannoHHas
texHojorusa. Kpunrorpadpuueckas 3amura nundopmanuu. [Ipoueccsl GpopmupoBaHus
M TPOBEPKH  DIEKTPOHHOW  mmdppoBod  moamucu».  HopmaTuBHO-TIpaBOBOE
pEeryIMpoBaHWEe B OOJACTH HCIONB30BAaHUSA JIEKTpoHHOU moamucu Ne63-d3 «O06
ANEKTpOHHOM moamucu». OCHOBHbIE TpeOOBaHHS K  IHUGPPOBBIM  MOJMHUCSM,
KB (pUITMpOBaHHAs ¥ HeKBanuuuupoBanHas J11.
Tema 6. Ynpasiaenue kpunrorpaguyecKUMH KJIKYaM#A

Kiroun kpunrocucremsl: pa3mep, CIy4alHOCTb, CEKPETHOCTb. BHIBI KIFOUYEH.
JKu3HEeHHBI LMK KIIOYEW: TeHepalus, paclpeleieHue, XpaHEHUue, CMEHa,
OOHOBJIEHUE, YHUUTOXEHHE. AJITOPUTM OTKPBITOTO pachpeneieHus kmoue Juddu-
Xemnmana (Diffie-Hellman). CraGxenue monp3oBaTeneil KirouaMd B CHMMETPUYHBIX U
aCUMMETPUYHBIX KPHUNTOCUCTEMax. MeToapl yIpaBlIeHUs KpUNTOrpapuuecKUMHU
kmouamu. ['eHepanus kpunrorpaduuecknx kimodei. CxeMa TeHepaluud CIy4yaiHOTO
KIfoya B cooTBeTcTBHM cO ctangaptoM ANSI X9.17. Xpanenue xpuntorpapuieckux
kimoueil. Mepapxus kpunrtorpaduueckux kioueit. Cxema ayTeHTU(DUKAUM MacTep-
kimoya. CxemMa 3amuThl ceaHcoBOro kirova. PacmnpeneneHue KpuUnTorpapuyeckux
kimoueid. [IpoTokonbl ayTeHTU(DUKAIMK U paclipeiesieHns KItouel JJi1 CUMMETPUYHBIX
KPHUIITOCUCTEM.

Tema 7. IlepcneKTHBHBIE HANPABJIEHUSI B 00J1aCTH KpUNTOrpapuueckoii u
creraHorpaguyeckoi 3a1uThl HHPOPMALMU

[IpoGnembl croiikocT Kpunrorpadpuyeckux cucteM. CoBpeMEHHBbIE NPUIOKECHUS
kpunrorpadpun. CreraHorpaguyeckue MeToAsl 3amuThl uHbopmaruu. [{udpossie
BOJISTHBIC 3HAKHU.



5.2 YueOHo-TeMaTHUYeCKHI TUIaH (OYHAsl, OYHO-3204HAs, 3a04Has ¢opma

o0yueHmust)
Ta0muua 2
Tpynoémkocts B yacax Dopybt
TEeKYLIero
HanmenoBanue @ AyauTtopHas padora KOHTpoJIs
Ne TeMbI S ycIeBaeMocTH
n/n g r- <
AUCHUTIIMHBI =3 S
=l 5 | £ /8 | &
) s
2 = Z2 |5 2
© 2 %) (@)
@) = @)

1. | Tema 1. OOuiue Jloknazpl, Ipe3eHTanu,
MOHATHS o0CyX/ieHHe B IpyTIIe.
KpHIITOrpagudecko 16/22/ Brictynnenue nm
¥ 3aIIUTHI 3 4/4/1 2/2/0 | 2/2/1 | 12/18/22 | coobuieHue c
uHpopMaLun MIPE3EHTALMEH,

JIMCKYCCHUH,
TEMAaTHYECKHUE OMPOCHI.

2. | Tema 2. BeicTynnenue uinu
MaremaTndeckue cooO1IeHne ¢
OCHOBBI 2424/ MPE3CHTALINEH,
KPUIITOJIOTUN 28 8/4/4 2/2/2 6/2/2 16/20/24 JUCKYCCHH,

TEMAaTU4YEeCKHUE OTPOCHI.
OO0cyxeHre B rpyIre,
OIIpOC, PELICHHUE 3a/1a4.

3. | Tema 3. BricTymienue wimn
CumMeTpudHbIe cooOuieHue ¢
CHCTEMBI Ipe3eHTalueH,
mmpposar 242601 o3 | a4 | 64| 141802 | RCKYCOHH,

25 TEMaTUYECKHUE OMPOCHI.
I'pymnmnoBeie u
UHJIUBUlyaJIbHbIE
MPAKTUYECKHE 33 JaHMUSI.

4. | Tema 4. BeicTynnienne ninun
AcuMMETpUUHbIE COO0O0ILIEHHE C
CHCTEMBI Ipe3eHTalueH,
umdposams 22221\ ges | 20 | 62| 14716020 | RMCKYCCHH,

23 TEMaTUYECKHUE OIMPOCHI.
I'pynmoBeie
UHJIUBUlyaJIbHbIE
MIPAKTUYECKHE 3aaHus

5. | Temas. 22/18/ 8/4/1 2/2/0 | 6/2/1 | 14/14/16 | Beictynnenue unu
DneKTpOHHAas 17 COOOIICHHE C
HOJIHCH Ipe3eHTalueH,

TIACKYCCHUH,
TEMAaTU4YECKHUE ONPOCHI.
I'pynmoBeie
VHJIUBUlyaJIbHbIE
MPAKTUIECKHE 3aTaHuUs




6. | Tema 6.

BricTymienue wimn

YnpasieHue cooOuieHue ¢

KpUnTorpagpuuecku MIpe3eHTaIeH,

MU KITFOYaMH 20/18/ JTCKYCCHH,

18 6/4/2 2/2/0 | 4/2/2 | 14/14/16 | TemaTU4YeCKHE OMPOCHI.
I'pymnmoBeie u
WH/IUBUyaIbHbIC
MPAKTHUYECKHE 3a/IaHuUs
7. | Tema 7. Jloxiapl, npe3eHTanuu,

[lepcriekTuBHBIC oOcy’KJeHIe B TPYIIIE.

HaTpaBIICHUS B BricTymnenue unm

o0acTu 16/14/ CcOo00IIIeHHnE C

KpUNTOTpauuecKo 10 6/4/2 2/2/0 | 4/2/2 | 10/10/8 | mpe3eHTaINCH,

uu JIUCKYCCHUH,

CTeraHorpaguuecKko TEMaTHYECKHUE OTIPOCHI

U 3aIUTEI

uHpOpMAIUU

B nenom oo 144 50/34/16 | 16/16/4 | 34/18 | 94/110/128 | CornacHo yuebHOMY

JUCLUIUIMHE /12 IJIaHY : KOHTPOJIbHAs
pabora

Uroro B %: 35%/ 32%/ 68%/ | 65%/73%/

27%/11% | 47%/ 53%/ 89%
25% 75%

5.3 Conep:kaHue CeMHHAPOB, NPAKTHYECKUX 3aHATHI

Tabmauia 3

HanMmeHnoBanue Tem
(pa3neJioB)
JTUCIUTLTHHLI

IIepeyenb BONpocoB s

00Ccy:KIeHHs HA CEMUHAPCKHUX,

NMPAKTUICCKUX 3AHATUAX,

PEKOMEHAYEMbI¢ UCTOYHUKHU U3

pasnesioB 8, 9 (yka3biBaeTcs

pa3aeJ ¥ NOpsiAKOBLIA HOMep

HCTOYHHUKA)

DopMbI NIPOBeIeHUS 3AHATHI
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Tema 1. O0mue
TIOHSTHS
KpHITOrpaguuecKoit
3aIUThl HH(OpMaLUU

Dranbkl UCTOPUU KPHUIITOTpaduu.
Knaccuueckue
KpUNTOrpaUIecKue airopuTMBbI:
MOHOAJI(paBUTHBIC TTOJICTAHOBKH.
Knaccuueckue
KpUIITOTpaUUECKUE alrOPUTMBI:
MHOT0aJI()aBUTHBIC TTOJACTAHOBKH.
Knaccuueckue
KpUNTOrpaUIecKue alropuTMBbI;
MEPECTAaHOBKH.

Pexomenoyemvie ucmounuxu:
8.1, 82

Beictynnenne wim cooOmieHue ¢
MpE3EHTAUEH, TUCKYCCUH, TEMAaTUYECKUE
OTPOCHL.

[ToaroToBKa TOKIJIAIOB C MPE3CHTAIMSIMHU.

Yuebnoe 3aoanue:

HccnegoBanne KacCHUECKHX METOJIOB
muGpoBaHUs IEPECTAHOBKU U 3aMEHBI.
YacToTHBIN aHAINU3 UCXOTHBIX U
3amu(poOBaHHBIX TEKCTOB

(ucmounux 8.2, c.19)

Tema 2.
MaremaTnueckue
OCHOBBI KPUIITOJIOTHUH

Onepanuuu HaJ MHOXKECTBAMH.
OTtoOpaskeHrne MHOMKECTB.
MoOIHOCTh MHOXKECTB.
OTHOLIEHNS] HA MHO>KECTBAX.
bunapHble OTHOLIEHUS Ha
MHO’KECTBAaX: 3KBUBAJICHTHOCTb,
YaCTUYHBIN MOPSIOK,
auarpaMmsl. JIMCKpeTHBIE
¢yHKIMH, TpeoOpa3zoBaHUs
MHOECTB, TIOJICTAHOBKH. ["pad
npeoOpa3oBaHus, MOJACTAHOBKHU.
Pexomendyemvle ucmounuxu:
8.1,83, 84

Beictynnenue win cooOrieHue ¢
IIpE3EHTALNEN, AUCKYCCUHU, TEMATUYECKUE
OIIPOCHI.

Yuebnoe 3aoanue:

TectoBoe 3ananue (ucmounux 8.1, c.20).
Pemenue 3anau (ucmounux 8.1, c.180)

Tewma 3.
CummeTpudHbIC
CHCTEMBI
mmdpoBaHus

Cetp Oeiictens. Pexxumbl paboThbl
DES. Anroputm Blowfish:
UHUIMaTu3auus; QyHKuus
muppoBanus. CpaBHEHHE
anroputmoB Blowfish u DES.
OTteuecTBEHHBIN CTaHIAPT
CUMMETPUYHOTO MIH(PPOBAHUS:
JIOTHKA MOCTPOeHHs mHdpa;
pexxumbl pabotsl. AES Rijndael:
cXxema MmpeoOpa3oBaHus JaHHBIX
npu mugppoBanun. Cxema payHua
anroputMma Rijndael. S[] —
(GYHKIMS TTOJCTAHOBKH OalT ISt
anropurMma Rijndael (S-6okc).
[Tonyuenue payHIOBBIX KIIFOYEH
B anroputMme Rijndael.
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Juckyccuu, TeMaTH4eCKHe OMpPOCHI.
[ToaroToBka TOKIAA0B C MPE3EHTALUSAMMU.
TectupoBanue.

Yuebnoe npakmuuecxoe 3aoanue:
Uccnenoanue padoTsl cetn DericTens
(ucmounux 8.2, c.116)




Pexomenoyemvie ucmounuxu:
8.1,82

Tema 4. [IpoBepka uucen Ha Brictynnenne nim cooOuieHune ¢
AcuMMETpUUHBIE npocToTy. MeTo mpoOHBIX IIPE3EHTALUEH, TUCKYCCUU.
CHUCTEMBI nenenuil. Pemrero TectupoBanue.

mmppoBaHUs OparocdeHa.

BepositHocTHBIN TecT Depma.
Yucna Kapmaiikna. Kpatkni
0030p COBpEMEHHBIX
ACUMMETPUYHBIX CUCTEM
mudpoanus. O600IeHHAS
cXxema aCUMMETPUYHON

Yuyebnoe npakmuyecroe 3adanue:
MeToibl reHepaluy IPOCThIX YUCEl,
HCTIOJIb3YEMBIX B ACHMMETPHYHBIX
cucTemMax muppoBaHHUsL.

(ucmounux 8.2, c.61)

cucTeMbl MU(POBaHUS.
Anroputm RSA. Anropurm
Onb-I"amans.

Pexomenoyemvie ucmouHuxu:
8.1, 82

Tema 5. DnexkTpoHHas
MOAITICH

[Iponienypsl MOCTAaHOBKH U
nposepku I 'OCT 34.10-
2018 «Mudopmannonnas

Jruckyccun, TeMaTH4eCKHE OMPOCHI.
ITonroroBka qOKJIaOB C MPE3ECHTALIMSIMH.
TectupoBanue (ucmounux 8.1, c.174)
TEXHOJIOTUSl.
Kpunrorpaduueckas 3ammura
uHopmanuu. [Iporeccor
dbopMupoOBaHUs U IPOBEPKU
ANIEKTPOHHOH I (PPOBOI
noanucu». HopmatusHo-
IIPaBOBOE PETYJIUPOBAHUE B
00JacTl UCIIOJIL30BAHUS
3JIEKTPOHHOU noanmucu Ne63-
D3 «O0 27IeKTPOHHOM
noxnucuy. OCHOBHEBIE
TpeOoBaHUS K IIUPPOBLIM
MOJIITHCSIM,
KBaNTU(UIIMPOBAHHAS U
HekBanudumpoBanHas Ol
Pexomenodyemvie ucmounuxu:
8.1,82
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Tema 6. YrpaBnenue
KpHUIITOrpapuIeCKUMHU
KIITFOYaMH

I'enepanus kpunrorpadhuaeckux
kiroyeil. Cxema resepanuu
CJIy4aiiHOTO KJIF04a B
COOTBETCTBUM CO CTaHJAPTOM
ANSI X9.17. Xpanenue
KpUNTOrpauIecKux Kiroueil.
Hepapxust kpunrorpadpuaeckux
kimouei. Cxema
ayTeHTU(UKALUN MacTep-KIroya.
Cxema 3aIuThl CEaHCOBOTO
Kitoya. Pacnipenenenue
KpUNTOrpauIecKux Kiroueil.

Pexomenoyemvie ucmounuku:
81,82

Jluckyccun, TeMaTHYECKUE OTPOCHI.
[ToaroToBka JOKIIAIOB C MPE3CHTAIMSIMU.
Tectuposanue (ucmounux 8.1, c.147)

Tema 7.
[lepcriekTuBHBIC

Creranorpaduyeckue METOIbI
3aIuThl KHGOopMaruu. MeTo bt

BricTymuienne wim cooOuieHue ¢
Mpe3eHTallUeN, TUCKYCCUH.

HaTpaBJICHUS B
obnactu
KpUNTOrpapuuecKoi
u
cTeraHorpagpuueckoi
3alIUTHI
uHpopManuu

BCTpaWBaHUS TaHHBIX B
MYJIbTUMEIUINHBIE KOHTEHHEPBL.
Wcnonb3oBanne nudpoBbIx
BOJISIHBIX 3HAKOB JIJIsI 3aIIUThI
aBTOPCKUX MPaB.

[IepciekTHBBI UCITOIB30BAHUSA
METO/IOB cTeraHorpaduu st
3amuUThl HU(POBOTO KOHTEHTA —
TUTFOCHI © MUHYCBI.

PekomedeeMble UCMOYHUKU.

8.1, 82

Yuebnoe npakmuuecxoe 3aoanue:
Hcnonb30BaHusi METOJIOB cTeraHorpaduu
JUTS 32Tl TU(PPOBOTO KOHTEHTA.
(ucmounux 8.2, c.169)

6. VYueOHo-MeTOAHUECKOe  oOecrmeyeHue  JAJIs
00y4arIuxcs Mo JTUCUMILJIMHE

CAMOCTOSITEIbHOH  PadoTHI

6.1. IlepeyeHb BONPOCOB, OTBOAMMBIX HAa CAMOCTOSITEJIbHOE OCBOEHHE
TUCHMILTHHBI, (OPMBI BHEAYIUTOPHOI CAMOCTOATEIbHOI PadOThI

Ta0muma 4

HaumenoBanmue
TeM (pa3aesioB)
AMCUMIJIMHBI

IepeyeHb BONPOCOB, 0OTBOAMMBIX HA
CaMOCTOSITeJIbHOE OCBOEHUE

®opMbl BHEAYJUTOPHOM
CaMOCTOSITeJILHOM PadoThl
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Tema 1. O6mue
TOHSITHS
KpHITorpadguyeckoi
3a1uThl HH(OPMaLUU

udpoBanue nHpopManuu
METOJIOM TaMMHPOBAHHSI.
CoBpeMeHHbIE PUITOKEHUS
KpPHUIITOrpagUIeCcKuX METO/IOB
3aIuUThl HHPOPMAIIUH.

- pabota ¢ y4eOHOI, HayYHOU U
CIIPaBOYHOM JIUTEPATYPOU;

- KOHCIIEKT;

- IOJITOTOBKA JIOKJIA/IOB 110 TEME;

- MOJITOTOBKA MPE3CHTAINH 110 TEME;
- BBITIOJIHEHHE YUIEOHOTO 3a/[aHusl.

Tema 2.
Marematnyeckue
OCHOBBI KPUIITOJIOTUU

IIporpaMMHBIE pean3alyuu:
IIPOBEpPKA YKCel Ha POCTOTY;
METOJ MPOOHBIX ACTICHUHN; PEIIETO
Oparocpena; uncna Kapmaiikia.

- pabota ¢ yueOHOM, Hay4YHOU U
CIIPaBOYHOM JIUTEPATYPOU;

- KOHCIIEKT;

- IOATOTOBKA JTOKJIAJIOB 110 TEME;

- IOArOTOBKA MPE3EHTALUI 110 TEME;
- BBITIOJTHEHUE YUEeOHOTO 3aaHMs.

Tema 3.
CummeTpuuHble
cUCTeMbI MU(POBAHUSL

AES Rijndael: cxema
npeoOpa3oBaHusl JAHHBIX IPU
mmdposanuu. Cxema payHaa
anroputMma Rijndael. S[] — gynkius
MOJICTAHOBKH OalT [ alNropuTMa
Rijndael (S-60kc). [Tomyuenue
PayHIOBBIX KIIIOUYEH B alITOPUTME
Rijndael.

- pabota ¢ yueOHOM, HayYHOU U
CIIPABOYHOM JIUTEPATyPOU;

- KOHCIIEKT;

- IOArOTOBKA JIOKJIAJI0B 110 TEME;

- IOATOTOBKA MPE3EHTALUI 110 TEME;
- BBITTOJIHEHHE YUEeOHOTO 3a/JaHusl.

Tewma 4.
AcCUMMETpUYHbIC
CUCTEeMBI U (poBaHUSL

O0o01eHHas cxema
aCUMMETPUYHOI CUCTEMBbI
mmdposanus. Anroput™m RSA.
AnroputMm Onb-I"amans.

- pabota ¢ yueOHOM, Hay4YHOU U
CIIPaBOYHOM JIUTEPATYPOK;

- KOHCIIEKT;

- MOArOTOBKA JI0KJIAJI0B IO TEME;

- IOArOTOBKA MPE3EHTALUI 110 TEME;
- BBITOJIHEHHE YUYEeOHOTO 3a/JaHusl.

Tema 5. DnexkrponHas
HOJIUCH

HopmarnsHo-nipaBoBOE
peryiaupoBaHue B 00JacTH
HCIIOJIb30BaHUS dJIEKTPOHHOU
nonamucu Ne63-d3 «O6
AJIEKTPOHHOM MOJITUACH.
OcHoBHbIE TpeOOBaHUS K
IU(PPOBBIM HOAMUCSAM,
KBaJIM(ULIMPOBAHHAS U
HekBanupuuuposanHas Ol

- pabota ¢ yueOHOM, HAyYHOH U
CIIPaBOYHOM JIUTEPATYPOU;

- KOHCIIEKT;

- IOATOTOBKA JTOKJIAJIOB 110 TEME;

- IOAATOTOBKA MPE3EHTALII 110 TEME;
- BBITTOJIHEHHE YUEOHOTO 3a/JaHusl.
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Tema 6. YnpaBnenue I'enepanus kpunrorpaduaeckux - pabora ¢ yueOHOM, HaAy4YHOU U

KPUITOTpahUIeCKUMH | kmoueit. Cxema TeHepanuuu CIIPABOYHOM JIUTEPATYPOI;
KIro4amn CITy4aliHOTO KIK0Ya B - KOHCIIEKT;
COOTBETCTBHH CO CTaHIIAPTOM - IOJITOTOBKA JIOKJIA/IOB 110 TEME;
ANSI X9.17. - IOJATOTOBKA MPE3CHTAINI TI0 TeMe

- BBITIOJIHEHHE YUIEOHOTO 3a/[aHusl.

Tema 7. Ncnonp3oBanne nugpoBbIX - pabora ¢ yueOHOH, HayYHOU U
[TepciekTBHBIE BOJISIHBIX 3HAKOB IS 3aIUTHI CIIPaBOYHOM JTHTEPATYPOIi;
HarpaBJICHUS B aBTOPCKHX TIPaB. .
p p p - KOHCIICKT;

obusactu IlepcrieKTUBBI UCTIONB30BAHUS )

. - IOJITOTOBKA JIOKJIA/I0B 110 TEME;
KpUnrorpaduyeckoi ¥ | METOAOB CTeraHoTpapuu st .

. - MOJITOTOBKA MPE3CHTAINH 110 TEMe
creraHorpagpuueckoi 3alUThl TU(PPOBOTO KOHTEHTA —
3aUThl KHPOPMALIUK | TUTFOCHI 1 MUHYCBI. - BBITIOJTHEHHE Y4EOHOTO 3a/IAHHSL.

6.2.IlepeyeHb BONPOCOB, 321aHUI, TeM IS IOATOTOBKH K TEKYLIEMY
KOHTPOJII0

Ocnosnvie popmvl mexKyuiezo KOHmpoJia (KOHmpoabHas paooma):

— KOHTpOJIbHAs paboTa;
— TMOJrOTOBKA JIOKJIAJ0B C MPE3CHTALUSIMU 10 TEME;

— BBIINIOJIHCHUC TCKYIIHUX BaHaHHﬁ 110 TCMAaTHKC y‘lG6HBIX
IMPAKTUICCKUX SaﬂaHHﬁ.

Ilpumepnutii nepeuens 3a0au K KOHMpPOILHOU padome

3agaya 1. OueHUTb BBIYHCIUTEIBHYIO CIIOKHOCTh ONPEIEJICHUS 3aKphITOro  KJIroYa
ACUMMETPUYHON KpUNTOCUCTEMBI RSA 10 OTKpPBITOMY KITFOUY 3a/JaHHOW JITMHBI.

3agaya 2. OInEHUTh BBIUUCIUTEIBHYIO CIOXKHOCTh HAXOXKJICHUS KOJUTM3WU JJs  psna
CTaHJIAPTHBIX X3MI-(YHKIMI METOJOM Ha OCHOBE MapajoKca JHEeH poKIeHHUS.

3agaya 3. OuEHUTH BBIYUCIUTENBHYIO CIOXHOCTh OTMpEAeNeHUs] KIoYa CHUMMETPUYHOTO
0s10uHOTO mHUdpa ¢ TMHEHHOW payHI0BON MOJACTAHOBKOM.

3agaya 4. Omnpenenuth JUIMHY I[E€pUOJAa M JIMHEHHYIO CJIOXKHOCTb T'aMMbl, T€HEPUPYEMOM
KOMOMHHPYIOIIUM HETHHEWHBIM T€HEPATOPOM.

3agaya 5. OueHuTth pazmep HEOOXOAUMON MAMATH U BBIYUCIUTENBHYIO CIOXKHOCTD OMPEIeICHHS
KIIF0Ya CHMMETPUYHOTO OJIOYHOro Immdpa METOJOM COTJIacOBaHUS ISl Clydyass HE3aBUCHMBIX
PayHIOBBIX KIIOYEH.

3agava 6. Hanmucate Habop moanporpamm, peajim3yromux 0a30Bble aJropuTMbl, UCIIOJIb3YEMbIE B
M3yYEHHBIX KPUNTOCHUCTEMAaX: BO3BEJEHHE B CTENEHb MO Monyito ( a* mod m ), BeIUUCICHHE
Haubobinero obmero aeautens ( ged(a, b)), Beruncienue unsepcuu ( X' mod m ).

3agaya 7. Hanucath nmporpaMMy, peajiu3yIOLIyl0 CXEMY OTKPBITOIO PACIPOCTPaHEHUs KItouei
Hupdu—Xennmana. Pekomenyemsie 3HaueHus napamerpos p = 30803, g =2 . CekpeTHbIe KIIOUU
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TeHEePUPOBATH CIyYaHbIM 00pa3oM.

3agauya 8. HarmmcaTts mporpammy, peanmsyronryto anroputM mudposanus llamupa. B xadectse
IIPOCTOTO0 MOJAYJsl MOXHO B3sThb uuciao p = 30803. OcraibpHble mapaMeTpbl I'€HEPUPOBATh
CIIy4aifiHbIM 00Pa30M.

3agaya 9. Hammcats mporpammy, peaiM3yIonlyro aiaroput™ mudpoBanus Iib-I'amans. Pexo-
MeHyemble 3HadeHus napamerpoB p = 30803, g = 2 . CekpeTHbIE KIIIOYH U IPYTHUE MMAPaMETPBI
TeHEePHUPOBATH CITyYaiHBIM 00pa3oM.

3apauva 10. Hanucate mporpammy, peanusyromiyio anroputM mudpoBanus RSA nns nmepenaun

CEKpETHBIX cooOlIeHuii B aapec aboHeHToB A mwiu B . Pexomenryemble 3HaueHUs mapaMeTpoB Pa
=131,Q4=227,Ps=113,Qs=281,da=dg =3 .

IlpumepHnutii nepeuenv 00K1A008 ¢ NPE3CHMAYUAMU

1. Kpatkue cBefeHust U3 UICTOPUM KpUNTOrpapuu.

2. Knaccugukanus K1acCHYeCKuX KPUNTOAITOPUTMOB, IPUMEPHI pealin3aluu
MOHOQT(aBUHBIX,  MHOT0aN(aBUTHBIX  MOACTAHOBOK W  MHU(POB
NIEPECTAHOBOK.

3. Meroast  3amennl. Ilpumepsl  peanuzauum  MOHOAN(ABUTHOW U
MHOTOa71()aBUTHON 3aMEHBI.

4. TlepecranoBouHble WU(GPHL, LIUPPHI YCIOKHEHHON NEPECTAHOBKHU.

5. llIudpoBanue c WCIIOJIb30BaHUEM METOJIOB AHAJIMTUYECKUX
npeoOpa3oBaHMUIA.

6. ludpsr rammupoBaHusl.

7. CTpyKTypHasg cxeMa CHMMETPUYHON KPUNITOCUCTEMBI.

8. Certp Delicrens.

9. O030p COBpEMEHHBIX CUMMETPUYHBIX AITOPUTMOB OJIOYHOTO MIKU(DPOBAHHUSL.

10.DES (Data Encryption Standard). O6o01enHas cxema mudpoBaHusi.

11.06nactu npumenenust DES (Data Encryption Standard).

12.CummeTpudHbie KpunTorpaguieckue cucteMbl. Aiaroput™m Blowfish.

13.01euecTBeHHBIA ~ CTaHAAPT CUMMETpuU4HOro mudpoBanus. Jloruka
noCTpoeHUs mudpa.

14.CummeTrpuunbie kpunrorpadgudeckue cucteMbl. AES Rijndael.

15.CpaBuutenpabie xapaktepuctuku aaroputmoB DES u AES Rijndael.

16.00001meHHasi cxemMa acCUMMETPHYHON cucTembl muppoBanus.  OOmue
MOHSITUS U OTIPEACTICHHUS.

17.Anroput™M OTKpBITOTO pactupenencHus kimoued luddu—Xemmmana (Diffie
- Hellman).

18. Anroputm RSA (Rivest-Shamir-Adleman).

19. Anroput™m Dnb-I"amans (El Gamal).

20.2OnexkTpoHHas noanuchk. OOIIKE MOHATUS U ONpeAeTeHUs, TpeOOBaHUS U
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cTpykrypa OIl.
21.ITpoueaypsl TOCTAHOBKHM U IPOBEPKHU NMOLIUHHOCTH DI L.
22.Xo1-(hyHKIMH: ONpeAesIeHne U 0011e TpeOOBaHusl.
23.0OnHoHampaBiaeHHbIe X31I-(QYHKIIMA HA OCHOBE CUMMETPHUYHBIX OJIOUHBIX
JIITOPUTMOB.
24.CoBpeMeHHbIE NPUIIOKEHUS KpUITTOTpaduu.

Ilpumepnotii nepeuens memamuxku yueoHvIX NPAKMUYECKUX 3A0AHUT

Knaccuyeckue KpuUNTOCHCTEMBI. JTambl HCTOPUU  KpuUNTOrpadum.
Knaccuueckue mmdpsl: MoHOAI(aBUTHBIE MMOJACTAHOBKH; MHOTOAN(aBUTHBIC
nmoJicTaHOBKH;  mepectaHoBku.  [lludpoBanme  mHbOpMammu  METOIOM
raMMHUPOBAHUSI.

[udper ycno)kHEeHHONW TEPECTAaHOBKM M 3aMeHbl. PemeHue 3amad 1mo
MCITOJIb30BAHUIO KJIIACCHYECKUX METOOB MU(DPOBAHUS.

MaremaTudeckue OCHOBBI KpuUnTojoruu. IlporpamMmHbie peanu3anui:
MIPOBEpPKa YUCEN Ha MPOCTOTY; METOJ MPOOHBIX JEJNECHMI; pemiero Dparochena;
yucna Kapmaiikia.

CoBpeMEHHbIE CHMMETPUYHBIE CHCTEMbl MIH(PPOBaHUS. AJITOPUTM
cummeTpudHoro mudposanus DES. Anroputm cuMMeTpuuHOro mudpoBaHUS
IDEA. Axroputm cumMmerpuuHoro 1mm@posanus Rijndael.  Anroputm
CUMMETPUYHOTO K ppOBaAHUS Blowfish.OreuecTBeHHbI CTaHJapT
CUMMETPUYHOTO IU(POBAHUS.

CoBpeMeHHbIE aCUMMETPUYHBIE CHUCTEMbl IHUQPPOBaHUS. AJITOPUTM
acumMmeTrpudHoro mudpoBanusi RSA. AnroputM acuMMeTpuyHOTO MU(PPOBAHUS
Onp-I"amans. KoMmOuuupoBaHHbie METOABI TG POBAHUS.

DJIEKTPOHHAS MOJMUCH. XAUI-QYHKIUUA. ANTOpUTM ITUGPOBON MOJIMUCH
RSA. Anaroput™m tudposoii noanucu DSA. Anroput™ nudpoBoi nmoanucu Iiib-
IMamans. OreuecTBeHHBIN cTaHAAPT HUGPOBOM MOAMKUCH.

YupasneHue KpUnTorpadhuyecKuMu KJIFOYaMHU. I'enepanus
Kpunrorpadpuyeckux kiaroderl. CxeMa TeHepaluu CIy4alHOro KJIoya B
cootBercTBHHM cO cTtaHgapromM ANSI X9.17. Xpanenue kpunrtorpaduaeckux
kmouerd. Hepapxust kpuntorpadudeckux xmrodeil. Cxema ayTeHTH(UKAIIH
Mactep-kioya. (CxemMa  3aluUTBl  CEAHCOBOrO  Kio4da.  Pacrmpenenenue
kpuntorpadpuueckux kiatouen. [IpoTtokoinbl ayTeHTUGUKAIMU W pacOpeeSICHUs
KJIFOUEH 1J1si CAMMETPUYHBIX KPUIITOCUCTEM.

Meroasl  creraHorpaduueckol  3amutbl  uHQOpManuu.  MeTobl

17



BCTpaMBaHUsd JAHHBIX B MYJIbTUMENUWHBIE KOHTEHHEpHI. lcnosb3oBaHue
U(POBBIX BOASHBIX 3HAKOB I 3allUTHI aBTOPCKUX TMpaB. l[lepcrieKTUBEI
WCIIOJB30BaHUsl METOAOB cTeraHorpaduu sl 3alluThl U(POBOrO0 KOHTEHTA —
TUTFOCHI U MUHYCBI.

B Teuenue cemecTpa CTyJeHT MOXKET HaOpaTh MAKCUMaJIbHOE KOJIHMYECTBO
o6aiutoB paBHoe 40. Ha mpomexyTtouHyro arrectamnuio (3ader) oTBoautcs 60
OamnoB. Pacnpenenenue 6aminoB mo BujgaMm padboTr, (GOPMHUPYIOMUX TEKYIIUN
KOHTPOJb YCHEBAEMOCTH M0 JUCIUIUIMHE, OTpPa)aeT KauyecTBO MOATOTOBKU
0OyJaroIIMXCs K 3aHITHSAM CEMUHAPCKOTO TUTIA U BBHITMOJTHEHUE PA3IMYHBIX BUIOB
CaMOCTOSATEILHON paOOTHI.

Kpumepuu 6annvnoii oyenxku paziuunsix popm mexyuieco KOHmpons

Kputepun OamibHOM OLIEHKH pa3iUYHbIX (OPM TEKYIIEro KOHTPOJIS
yCIIEBAEMOCTH coaepKarcs B COOTBETCTBYIOIIMNX METOINYECKUX
pexomeHnanusax /lenapramenta nHPOPMAIIMOHHOM 6€30MaCHOCTH.

7. ®oH OLEHOYHBIX CPEICTB /1Jisl MPOBeAeHNs MPOMEKYTOUYHON aTTeCTAIMU
00y4arIuxcs Mo JTUCUMILIMHE

[lepeuenp  koMIeTeHUUH, (QOPMUPYEMBIX B  MPOLECCE  OCBOCHUS
JUCUHUIUIAHBI, COAEPKUTCS B pasgene 2. IlepedyeHp NiaHUpPyEMBIX pe3yJIbTATOB
OCBOCHMSI 00pa3oBaTEIbHOM MPOrpaMMbl C YKa3aHHUEM WHAMKATOPOB HX
JOCTUKEHHSI, COOTHECEHHBIX C IUJIAHUPYEMBIMU pe3yjibTaTaMU OOYydYeHUs 110
JUCLUIIINHE.

TunoBblie KOHTPOJIbLHbIE 32IAHUS WJIN MHbIE MATEPHAJIbI, HEO0X0AMMBbIE J1JIA
OLICHKY MHIUKATOPOB A0CTHKEHUSA KOMIIETEHUUI, 3SHAHUN U YMEHU I

Tabmura 5
Haumenosanue HanmMeHnoBanne MHIUKATOPOB Pesynbrarel oOy4eHus Tumnossie
KOMIIETEHIUN IOCTIKEHHST KOMITETEHIIUHA (ymeHust ¥ 3HAHUS), KOHTPOJILHBIC
COOTHECEHHBIC 1 3aJJaHUs
HUHIUKATOpaMu
JIOCTHKCHHS
KOMITCTCHITUHM
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ITKH-2
CrocoOHOCTh
pazpabaTbIBaTh
QITOPUTMBI U
[POTPAMMBI C
HCII0JIb30BaHHEM
COBPEMEHHBIX
TEXHOJIOT Uit
[IpOrpaMMHUpPOBaHUS

HNupuxarop 1

Bnaneer 00bekTHO-
OpPUEHTHPOBAHHBIM S3BIKOM
[IpOrPaMMUPOBAHKS HA YPOBHE
3HAHUS CHHTAKCHCA U CEMAHTHUKH,
OCHOB CTaHJIapTHOUM OUOIMOTEKHU.

Nuaukartop 2

Vcnonp3yer HHCTpYMEHTaIbHbIC
CpeICTBa MPOTPaAMMHUPOBAHUS
(IDE, SDK, API, nonynsipHbie
(hpeiiMBOpKU U OUOITHOTEKN)

HUuauxkarop 3

Opranu3oBBIBacT KOJOBYIO 0a3y,
OPUECHTUPYETCS B CYNIECTBYIOIIEM
KOJie, IEMOHCTPUPYET 3HAHUE
OOIICTIPUHSATHIX COTIIAMICHUN U
MOJUTHK B 0071acTH 0(hOpMIICHUS
Ko/1a.

Unauxarop 4

IIpoeKkTHpYyeT TeKCTOBBbIM,
MPOrPAMMHBbIN HJIM
rpapuyeckuii nHTepdeiic
MPOTrPAMMHO# CHCTEMbI HCXO/S
U3 ee Ha3HAYEHH.

3HATHh OCHOBBI
COBPEMEHHBIX 00BEKTHO-
OpPUEHTUPOBAHHBIX SI3bIKOB
MPOTPAMMHPOBAHHUSI.
'YMeTh UCIOIb30BaTh
COBPEMEHHBIE TEXHOJIOTUI
[POrpaMMHUPOBAHUSA U
CTaH/IapTHBIC OMOIMOTEKH.
3HATH COBPEMEHHBIC
WHCTPYMEHTAJIHLHBIE
cpezncTBa
POTPAMMHPOBAHHUSI.
'YMeThb HCIIONIb30BaTh
nonyJsipHbIe (PperiMBOPKU
U CTaH/JapTHBIC
OHOITMOTEKH ISt
TOCTH>KEHUSI BBICOKOM
CKOpPOCTH pa3pabOTKu
[IPOEKTOB 0 00ECICUCHUIO
0€30MaCHOCTH JIAHHBIX.

3HATH NPUHIIUIIBI
OpraHu3aly KOJOBOU
0asbl.

YMeTh OpUEHTUPOBATHCS B
CYILLECTBYIOILIEM KOJE, U
TEMOHCTPHUPOBATH 3HAHUE
OOIIETPUHSATHIX
COTJIALLIEHUH U MTOJTUTUK
0e30MacHOCTH B 00J1aCTH
odopmieHus kona.
3HATH NPUHIIUIIBI
MPOCKTHUPOBAHUS
POrpaMMHOTO WU
rpadudeckoro unrepgeiica
[IPOTPaMMHOM CUCTEMBI C
y4eToM TpeboBaHU
WHGOPMAIMOHHON
0€30MacHOCTH.

'YMeTb HACTpanBaTh
[IPOrPaMMHBII WU
rpaduueckuii naTEpdEiic
CUCTEMBI UCXOJIS U3 €€

Ha3HA4YCHUSI.

3aganmne
IToaroroBuThH
nporpamMmmy st
mmppoBaHUs
JaHHBIX C
HCIIOJIb30BAHHEM
KJIACCUYECKHX
KPUITOAITOPUTMOB.

3aganmne
Hanmcats
porpammy,
peATU3YIONLY IO
aITOPUTM OJib-
I'amais.
Pexomennyemblie
3HAYCHUS
MapameTpoB p =
30803 ,g=2.

3aganue

Onucarb NONIUTUKY
0e30ImacHOCTH,
UCTIOJIb3YEMYIO B
TEJIEKOMMYHHUKa-
LUOHHOW CETH
KOHKPETHOM
OpraHu3aIuu
(MpoaHaTM3UPOBAThH
IUTFOCBI U MUHYCBI)

3amaHnue
[IpoananusupoBa
Tb paboty VPN-
CETH KOHKPETHOM
Opra’u3alui,
OIKCAaTh METO/IbI
¢ poBaHus,
UCTIOJNIb3yEeMbIe
IpU niepeaavn
JTAHHBIX T10
TYHHEJIO.
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IMKH-7
CrocoOHOCTh
BBITIOJTHSATh
CEpBUCHOE
00cITy>)KMBaHUE U
HACTPOMKY
AIapaTHOro
POTPAMMHOTO
oOecIreyeHus, B TOM
YHCIIE C YYETOM
TpeOoBaHUIMH(pOpMA
[IHOHHOM
0C3011aCHOCTH

HNuaukarop 1

JleMOHCTpUpYET 3HaHUE OCHOB
(yHKIIMOHHUPOBAHUS
KOMITbIOTEPHOM TEXHUKH, peIieT

JacTO BO3HUKAIOLME IIPOOJIEMBI B

WX SKCIUTyaTalllu, BBIIOJIHSAET
[IEPBUYHYIO YCTAaHOBKY U
HACTPOWKY IOIYJISIPHBIX
[IPOrpaMM U OIEPAL[MOHHBIX
CUCTEM.

3HATH OCHOBBI
(YHKIIHOHUPOBAHHUS
KOMITBIOTEPHOI TEXHUKU U
BO3HHUKAIOIIKE TPOOIEMBI B
UX HKCILTyaTaluH.

YMeTh BBINOIHATh
[IEpPBUYHYIO YCTAHOBKY U
HACTPOUKY IOIYJISIPHBIX
pOrpaMM U 3HAHUH
UH(pOpMAIIMOHHON
0€30MaCHOCTH.

3aganmne
IIpoananusupoBars
paboty VPN-cetn
KOHKPETHOU
OpraHu3alu,
OIHCATh METOJIbI
¢ pOBaHUS,
UCTIOJIb3yeMbIe TIPU
nepenayu JaHHbIX
10 TYHHEITIO.

Nuaukarop 2
JleMOHCTpUpYET 3HAHNWE OCHOB
(yHKIIMOHHPOBAHUS
OIIEpPAI[MOHHBIX CUCTEM U
KOMIIBIOTEPHBIX CETEH,
HACTpanuBaeT CETEBbIC
MOJIKJIFOUEHUS U CITYKOBI,
TMarHOCTUPYET UX padboTy u
pELIeT TUITUYHBIE 3aJa4l
aIMUHUCTPUPOBAHHUSI CETEH.

3HATH OCHOBBI
(yHKITMOHUPOBAHUS
ONEPALMOHHBIX CUCTEM U
KOMITBIOTEPHBIX CETEU C
y4eToM TpeOOoBaHMIA
MH(POPMaIIMOHHOMN
0€30MaCHOCTH.

YMeTh pemaTh THITUYHBIC
3a1a4un
aQIMUHUCTPUPOBAHUS CETEH
C y4eToM TpeOOBaHUil 10
m1GPOBAHUIO JTAHHBIX.

3ananue
'YrpasiieHHue
PKYpHAJIOM ayuTa
0€30TMaCHOCTH
KOHKPETHOM
OpraHu3aIuu
(HacTpoiika
[apamMeTpoB:
JTOKaJIbHOM MOJUTHKY;
MOJUTHUKH CalTa;
MOJIUTUKHU JOMEHA;
[OJINTUKU

Nuaukarop 3

Mcnonb3yeT cepBepHbIE
OTIEPAITIOHHBIE CUCTEMBI TSI
pa3pabOTKH W pa3BEepPTHIBAHUS
CETEBBIX IIPUIIOKEHUN,
HacTpauBaeT BeO-CITyKOBI,
JAaCTUYHO aBTOMATH3UPYET 3TH
[IPOLIECCHI.

HNupukarop 4
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3HATH OCHOBBI
(YHKIIOHUPOBAHHUS
CEpBEPHBIX ONEPALMOHHBIX
CHCTEM JIJIs pa3padoTKU U
Pa3BEPTHIBAHUS CETEBBIX
[IPWIOKEHUH, C Y4ETOM
TpeOOBaHUI
UH(pOpMAIIMOHHON
0€30MaCHOCTH.

YMeThb pa3BepThIBaTh
CEeTEBbIE NPUIIOKECHUS, U
oOecrieunBaTh HaACTPOUKY
BEO-IIPUIIOKEHUIN C YUETOM
TpeOOBaHMIT 11O

111 (POBAHUIO TAHHBIX.

3HaTh OCHOBEI
KOMIIBIOTEPHOU
0e30MmacHOCTH
UH()OpPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX
ceTeil.

10Ipa3ciICHuUs )

3aganmne

O1eHuTh
0e30macHOCTh BEO-
TIPUIIOKCHUS
KOHKPETHOM
OpTraHM3aIH C
Y4E€TOM OCHOBHOT'O
Ou3Hec-TpoIecca.

3amaHue
OLIEHUTH
BBIYUCITUTEIHHYIO
CII0’KHOCTD
HaXO0KICHHUS
KOJUIM3HH 1T




JleMOHCTpUpYET 3HaHHE OCHOB psifa CTaHJapTHBIX
KOMITbIOTEPHOI1 0€301MacHOCTH, xen-(hyHKIU I
QITOPUTMOB I (PPOBAHNS, YMeTh UCTIOJTh30BATh pasIMuHBIMU
XELINPOBAHHUS, TOHATHH COBPEMEHHBIE AITOPUTMBI [METOAAMMU.
ayTeHTU(UKallMY, aBTOPU3alUY, |[U(POBaHUS,

U(PPOBBIX CEPTUPHUKATOB, XELIMPOBAHMS,

MIPOTOKOJIOB O€30MacHOM UICHTUDUKAITIT U

nepeaayy JaHHbIX. ayTeHTHU(UKALIH.
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1.

6.

IIpumepsbl TeopeTHKO-NPUKJIATIHBIX BOIIPOCOB (TeCTOBOE 3aJaHHe)
IlIpumep mecmoesozo 3a0anusn
Tema 3. CuMmMeTprUYHBIE CUCTEMBI ITU(PPOBAHUS

IIpeoOpa3oBanue OTKPHITOr0 TEKCTA COOOIIEHUsI B 3aKPbITHII HA3BIBAETCS:
1) nponenypa mudpoBanus;

2) anropuTM MU POBAHUS;

3) obecnieuenue ayTeHTUDUKAIIH;

4) mudpoBas 3aIuCh.

Bxoanbie mapamerpsl npouecca mnugpoBanus (HECKOJIbKO
BEPHBIX OTBETOB):
1) 3ammdpoBaHHbI TEKCT;
2) K104}
3) OTKPBITBIN TEKCT;
4) anropurTM.

Kakmue u3 cepBucoB peaju3yrloTcsi PU UCNOJIb30BAHNH
KpUNTOrpapuyeckux npeodpazoBaHuil (HeCKOJIbKO BEPHBIX OTBETOB)?
1) KOHTPOJIb UETOCTHOCTH;

2) ayTeHTU(DUKAIHUS;

3) MacmTabupoBaHuE;

4) apxuBanusi.

Kakue pexxumbl anropurma DES npuroassl i ayreHTH(PUKANMHA JAHHBIX?
1) pexxumbl CBC u CFB npurogs! 11 ayTeHTUPUKAIIUU JaHHBIX;

2) pexxum ECB oGecneunBaeT ayTeHTU(PUKALIUIO TaHHBIX;

3) Hu onuH U3 pexxumoB DES He npurogen nmist ayTeHTU(PUKALMY TAHHBIX

4) Bce pexumbl DES npuroans! g ayreHTU(GUKAIIMT TaHHBIX.

3HaHUe KJII04a M03BOJIsIeT:

1) ucrnosnbp3oBaTh KpUNTOrpadUuEcKre CEpBUCH OE30MMACHOCTH;
2) obecrieunTh ayTeHTUPHUKAITUIO;

3) mpenoTBpaTUTh yTEUKY WH(OPMAIINH;

4) BBIMOJHUTH OOpaTHOE IPeoOpa3zoBaHuUE.

Yro B Kpunrorpaguu NOHMMAETCHd MOJA TEPMHHOM  ‘“djJIeMEHTapHOe

onpodoBanue”?

1) onepanust HaJ ABYMS N-pa3psiAHBIMU JBOUYHBIMU YUCIIAMU;
2) nmpoBepKa KJIto4a Ha IeJIOCTHOCTH;

3) comocTaBJieHHE IBYX MapoJieH;

4) nepenaya KiIro4a Mo KakoMy-anudo KaHally CBSI3H.
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7. Uem omnpeseJisieTcs YPOBEHb HA/IEXKHOCTH NpUMeHsIEMbIX

KpUNTOrpauyecKux npeodpazoBaHum?

1) 3HAYEHHEM JOITYCTUMOMN BEPOSITHOCTH HEHCIIPABHOCTEH WM COOEB, TIPUBOISIINX
K TOJYYCHHWIO 3JIOYMBIIJICHHUKOM  JIOTIOJIHUTENbHOW  HMH(pOpMamuu o
KpUNTOrpad@UIecKux MpeoOpa3oBaHMsIX;

2) CIOXKHOCTHIO KOMOWHAIIMM CUMBOJIOB, BEIOpDAHHBIX CITydaifHBIM 00pa3oM;

3) ucnonab30BaHKWEM OOJIBIIOTO YKCIIa KIIIoUeh /il mudpoBaHus;

4) OTHONIIEHHEM KOJMYeCcTBa JCMM(PPOBAHHOW HHPOpPMAUM K  OOIIEMY
KOJIMYECTBY MU(GPOBAaHHON MHPOPMAIIUHU, TTOATIEKAIICH NerudpPOBaAHUIO.

8. Huxe nepeunciieHbl MEXaHU3MbI 3a1HUTHI HHGOPMALHOHHBIX
CHCTEM OT HeCAHKIMOHMPOBAHHOIO AocTyna. Uro 31ech auiiHee?
1) unentudukanus u ayTeHTUPUKALMS TOJIb30BaTENEH U CyOBEKTOB JIOCTYIA;
2) ymnpaBJieHHUE JAOCTYIIOM;
3) obecrieueHne MOCTOSIHHOTO YKCIIa MOJIb30BaTeIeH CeTH;
4) obecrieueHUs 1IETOCTHOCTH;
5) peructpanus u yder.

9. YTo Ha3pIBaeTCs HMHTOBCTABKOM?

1) oT0 OJIOK MJaHHBIX, TEPEMEHHOW JIMHBI, KOTOPHIA BBIPAOATHIBAIOT TIO
ONpPEIECICHHOMY NpPaBUIy W3 OTKPBITBIX JAHHBIX C HCIOJIb30BAaHUEM KIIOYa U
3aTreM J00aBIAIOT K 3amm(pOBaHHBIM JaHHBIM I OOECICUeHUs WX
MMUTO3AIHUTHI;

2) 370 ONOK JAaHHBIX (DUKCUPOBAHHOW JIJIMHBI, KOTOPBIM BBIPAOATHIBAIOT 110
ONPEJEICHHOMY IMPAaBHIy W3 OTKPBITBIX JaHHBIX C MCIOJIb30BAaHUEM KIOYa U
3aTeM J00aBISIIOT K 3aliMpPOBAHHBIM JAHHBIM JUIsl  OOECHEUeHHs] UX
UMUTO3AIUTHI.

10. Kak nHaye Ha3pIBaeTCs CHMMeTPUYHOE U(ppoBanue?
1) mmdpoBaHue ¢ 3aKPHITHIM KITFOUOM;
2) mmdpoBanue metoioM belitca;
3) mudpoBaHUe C OTKPHITHIM KITFOUOM;
4) muppoBaHue C TEPEMEHHBIM KITFOUOM.

11. Kakoii aJiropuT™M He UCIOJIb3YeTCsl IPH CHMMETPHUYHOM IIH(ppoBaHum?
1) anropuT™ MOTOKOBOTO MIH(PPOBAHUS;
2) anroput™ Rijndael;
3) anroput™ OJOYHOTO MHPPOBAHUS;
4) anroput™m Dnb-1"amans.

12. Kakoii u3 pe:xkumoB ajroputma DES ncnosb3yercsi 1jisi IOCTPOEHUA
mu¢poB raMMupoBaHus?
1) snexTpoHHas KOJOBasi KHUTa;
2) cuerieHue 6J0KOB MU(PA;
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3) oOpaTHas cBA3b MO MIUDPTEKCTY;
4) oOpaTHas CBs3b 110 BBIXOY.

13. KaxkoBa aiuna 6s10ka B agroputMme mudpposanusa DES?
1) 16 Our;
2) 56 owur;
3) 64 Gura;
4) 5 Gair.

14. CkoJbKO BCero UHMKJIOB BBINOJHSETCS omnepanusi 3amu(poOBLIBAHUS B
aJIropuT™Me
DES?
1) 10;
2) 14;
3) 16;
4) 20.

15. Yo siBiIsIeTCA NPEeMMYIECTBOM CUMMETPUYHOTO undpoBanus?
1) cKOpPOCTD BBITIOJIHEHHS] KpUNTOrpadMIecKux mpeodpa3oBaHuii;
2) JerKOCTh BHECEHUSI U3BMEHEHHI B aJITOPUTM UG POBAHNUS;
3) CEKpeTHBI K04 W3BECTEH TOJBKO TMONydYarento uHpopMmamuu |
[I€PBOHAYAIIbHBIN
oOMeH He TpeOyeT nepeaayu CeKPEeTHOTO KITI0Ya;
5) nIpUMEHEHHUE B CUCTEMAX JIEKTPOHHOU MOJIIHUCH.

16. Kakoii pasmep KiIH0Ya B OTEYECTBEHHOM CTAHAApPTe CHMMETPUYHOIO
mudpoBanus?

1) 56 Owur;

2) 124 owur;

3) 256 Owur.

17. Kakoii n3 nepe4ucjeHHbIX Pe:KUMOB IIU(PPOBAHUS TaHHBIX He HCIOJIb3yeTCH
B 0TE€YEeCTBEHHOM CTaHJapTe CHMMETPUYHOr0 mmndpoBanus?

1) mmdpoBaHue JAaHHBIX B PEKUME MPOCTOU 3aMCHBI;

2) mmdpoBaHUE JAHHBIX B PEKUME TaMMHUPOBAHMUS;

3) mm¢poBaHuE JaHHBIX B PEKMME FraMMHUPOBAHUs ¢ 0OPATHOM CBS3bIO;

4) BbIpaOOTKAa UMUTOBCTABKHU;

5) pexum oOpaTHOM CBsI3U MO MIUMPTEKCTY;

18. Ucnosib3yeT Jid 0Te4eCTBEHHBbII CTAHAAPT CUMMETPUYHOT0
mn@poBaHNs TONOJHUTEIbHYIO KIKYeBYI0 HHpopManuio?

1) na;
2) HeT.
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19. Kakoe U3 3THX yTBepPKACHUN SABJIACTCH BEPHbIM?
1) y S-610x0B anroputma DES 6-6uToBBIE BX0/1bI U 4-OUTOBBIC BHIXO/IBI;
2) y S-6nokoB anroputma DES 4-6uToBbie BX0/1bI U 8-OUTOBBIE BHIXOIBI;
3) y S-610x0B anroputma DES 8-6utoBbie BXO/IbI U 4-OUTOBBIE BBIXO/IBI.

20. Yto o3Ha4aeT «MHOTOKpaTHOe MU poBaHNe» NMPUMEHUTETbHO K
0109HBIM Hppam?
1) moBTOpHOE NMpPUMEHEHHE AIrOpUTMa MUdpoBaHUs K MWUPPTEKCTY ¢ TEMHU
e KIII0YaMu;
2) mmdppoBaHUE OJHOTO U TOTO K€ OJI0KA OTKPBITOTO TEKCTa HECKOJIBKO pa3 ¢
HECKOJIBKUMH KJIFOYaMHU;
3) MOBTOpHOE MPUMEHEHHE alropuTMa MHPPOBaHUS K MHUPPTEKCTY C
JPYTUMU KITIOYaMU;
4) yBeluyeHUE YKclia TAanoB MHU(PPOBAHUS OTKPHITOTO TEKCTA.

IIpumepsbl NPAKTHKO-OPUEHTHPOBAHHBIX (CUTYANIMOHHBIX) 32IaHU I

Ilpumepvrt KOHMPONLHBIX 3A0AHUTI

Tema 1. OOmmue NOHATHS KpUNTOrpagrUecKoi 3alUThl HHPOPMALTUH

3agaua 1
3amudpoBarh TEKCT MU MOMOIIH K pa MPOCTOI 3aMEHBbl, IpU uMeroiemcs kitoue. [Iponycku He
A PYIOTCA.

Texer: «KKPUIITOT'PADUS - OTO CIIOCOB 3AIIUTHI MTHOOPMALIUN».

Kntou:

AlB|B|T'| A E| X| 3| 1| K| JI| M| H| O] II| P| C Bl b |30 A
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T
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3amaua 2
PacmdpoBath TEKCT Mpy OMOIIH MIU(PA TPOCTOM 3aMEHBI, IIPHU UMEIOIIEMCS KJTFoUe IH(POBaHUSI.

Texer: « BITAIIOBKIOKAAO MIOB EJIGEB3 JDKOAIOT ABABI'BIDKPAA»

Kreu-noacraHosKa:
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3amauya 3
3amuppoBaTh TEKCT MIPH MTOMOITH IH(pa MePECTAHOBKH IPU UMEIOIIIEMCS KITIOUE.

Texer: «KKPUIITOTPAOUYECKASA 3AILIMTA»
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Kntoy:

3amaua 4
PacumdpoBats TekcT, 3amndpoBaHHbIN MHU(YPOM EPECTAHOBKH, UMES KITI0Y

Teker: «IIOPUKTOYPATUA CKEANAAII3T»

Kimou:

3agaya 5
3awndpoBaTb TEKCT C NOMOLLbIO WKdpa CayvyalHOro raMMMPOBaHUSA, cuuTad, 4To OyKBbl andasuTa
nNpoHymepoBaHbl oT 0 40 32 COOTBETCTBEHHO. 3HAA ONPeAE/IEHHYIO rammy.

L

A|B|B|Il|A|E|E |X|3 |U|U|K|JO|M|H]|O|I

O (1 (2 (3 |4 |5 |6 |7 |8 |9 [10]11]|12|13]|14]15]16

17181912021 (22(23|24|25(26|27|28|29|30]|31]32

Texcer: «KKPUIITOI'PADU S

Famma(knwou):

11 1 17 1 14 19 9 14 19 17 15 11

3amaua 6
PaCU.IMd)pOBaTb Kpuntorpammy, noay4yeHHyro C NOMoOLbO meToaa cnyqaﬁHoro raMmmmnpoBaHunA, C4NUTaA, 4YTO
6yKBbl andasuTa NpoHymepoBaHbl 0T 0 40 32 COOTBETCTBEHHO. 3HaA ONpPeAeNeHHY0 rammy.
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17 |18 19 20 21 22 |23 |24 25 |26 | 272829303132

Texer: «XCIIPABJIIOTEYM»

Famma(knrou):

11 1 17 1 14 19 9 14 19 17 15 11

3amaua 7

IIpo coctaBneHHbIi U3 udp 9-3HaYHBIN MAPOIb (a1,as,...29) H3BECTHO CIEAYIOLICE:
1) cymma nepBoixX 5-t udp (a;+...+as) neaurcs Ha S5 6e3 ocTaTka;
2) cymma Bcex 9-tu mudp mapods (a,+...+as) nenurcs Ha 10 6e3 ocraTka.
CKOJIBKO CYIIECTBYET TaKUX MapoJieii?

3agaua 8
s mmmdpoBanus coodienuit aboHeHTsl A U B ucnoib3zoBanu mudp « Cyumana»: Ha KPyTIIbIi
CTepEeHb BUTOK K BUTKY 0€3 POCBETOB M HAaXJIECTOB HAMATHIBAJIACH JICHTA.

[Ipy TOPHU3OHTAILHOM TOJIOKCHUU CTEPXKHS HA JICHTY 10 BCEH JUIMHE CTEP)KHS MOCTPOYHO
3aMUCBHIBAJICS TEKCT COOOIIeHnss Oe3 3HakoB mpenuHanus u mpodernos. Ilocnme sToro neHra c
3allMCaHHBIM Ha HEW TEKCTOM TOChLIalach ampecaTy. AOOHEHT A mepenan aOOHEHTHI B JICHTYy, Ha
KOTOPOH OBLIO HAIIMCAHO CIIEIYIONIEE:

EEErEEE T LT R T L A T o - T L - D F T T T

seeEmE s mAfe irmoRclaEcode Ef=RE 0w a|

K coxanenuto, abOHEHT B CBOM CTEP)KEHb MOTEPSUIT, HO B BUIUT, UTO JICHTA UCITMCaHA MTOJTHOCTHIO, U
3HAET, YTO MPU HAMOTKE JICHTHI ObLIO CAEJIAHO IIEJI0€ YUCIO 000POTOB.

ITomorute aboHEHTY B BOCCTaHOBUTBH COOOIIIEHHE.

Teopeanecmle BOIIPOCHI IJIfl MOATOTOBKH K 3a4Y€Ty
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1. KpaTkue cBelieHHs U3 UCTOPUU KpUNITOrpaduu.

2. Knaccudukanus K1acCUM4eCKUX KPUNTOAITOPUTMOB, IPUMEPHI peann3alun
MOHOaJI(haBUTHBIX, MHOTOAJI(DABUTHBIX MOJICTAHOBOK U MIU(POB

NEPECTAHOBOK.

3. TpeboBanus k cucteMaM mUGPOBaHUS U IPUMEPHI UX PEaU3aluU B
KJIACCUYECKUX KPUNTOrpaduyECKUX alropuTMmax.

4. Kpatkuii 0630p COBpEMEHHBIX CUMMETPUYHBIX CUCTEM IU(DPOBAHUSL.

5. Kpatkwuit 0030p COBpEeMEHHBIX ACHMMETPUYHBIX CUCTEM UG POBAHUS.

6. bazoBsie onpenenenus kpunrorpaduu (CTORKOCTh mHdpa; 00beM KITHoYa;
MOMEXO0YCTOMYUBOCTh U pa; IMUTOCTOMKOCTH IK(dpa; pa3pacTaHUe YUCIA
OIITHOOK).

7. Knaccudukauus METOJJOB KpUIITONPEOOPAa30BaHUI U IPUMEPHI UX PEATU3ALINH.
8. Metonbl 3aMeHsbl. [Ipumeps! peanu3anuu MOHOAN(paBUTHON U
MHOTOa1(paBUTHON 3aMEHBI.

9. Iudpsl roMoPOHUYECKON U MOJUTPAMMHON 3aMEHBI.

10.ITepecTanOBOYHBIE TIHPPHI.

11.11Iudps raMMupoBaHUS.

12.CtpyKTypHasi cxema CUMMETPUYHON KPUITOCHUCTEMBI.

13.Cetp Deiicrensi.

14.00630p COBPEMEHHBIX CUMMETPUYHBIX AITOPUTMOB OJIOYHOTO MIU(POBAHMSL.
15.DES (Data Encryption Standard). O6o0mienHas cxema mmdpoBaHusi.
16.0Onenka kpunroctoiikoctu anroputma DES (Data Encryption Standard).
17.Pexumsl pabotsl DES (Data Encryption Standard). ECB OnextponHas komoBas
KHUTA.

18.Pexumsl pabotsl DES (Data Encryption Standard). CBC Cuensienue
0J10KOB 1M dpa.

19.Pexxumsl pabotel DES (Data Encryption Standard). CFB OGpatHas cBs3b 110
mudpy.

20.Pexxumbl pabotel DES (Data Encryption Standard). OFB O6partnas cBsi3b 1o
BBIXOJTY.

21.06nactu npumenenus: DES (Data Encryption Standard).

22.CummMmeTtpudHbie Kpunrorpaduueckue cuctembl. Aaroputm Blowfish.
23.Cpasuenue anroputmaoB Blowfish u DES.

24.0TedecTBeHHBIN CTAaHIAPT CUMMETPUYHOTO T (poBanwus. Jlornka
noctpoeHust mudpa.

25.Cummerpuunbie kpunrorpaduueckue cuctemol. AES Rijndael.
26.MonaynsapHas apupmMerrka. OCHOBHbBIE TOHSATHUS U ONPEACIICHUSI.
27.Anroputm EBknHzia 1u1st HaX0kA€HHUSI HAMOOBIIET0 OOIIETr0 ASTUTES.
28.PacmmpenHsslii anroputM EBkiuza.

29.@ynkuus dunepa.

30.OCHOBBI BBIYMCIEHUN B KOHEYHBIX MOJSAX.

31.000011eHHas cxeMa aCHMMETPUYHON cucTeMbl udpoBanus. OOue NOHATHS
U OIIPEJICIICHUSL.

32. ANTOpUTM OTKPBITOTO pactupeneneHus kmouei udpdu—Xemmmana (Diffie -
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Hellman).
33.Anroput™m RSA (Rivest-Shamir-Adleman).

34. Anroputm Dnb-I'amans (El Gamal).

35.0nextponnas noamuck (III). OOmMe MOHATUS W ONpPEACIICHUS, TPEOOBAaHUS U
cTpykrypa IIl.

36.1Iponeaypsl MOCTAHOBKU U MPOBEPKHU MOATUHHOCTH 1.

37.Cxema ¢opmupoBanus I11 (Ha npumepe ucnons3oBanus anropurmMa RSA).
38.0OcHOBHBIE TpeOOBaHUA K IUPPOBBIM TOJMUCAM, KBATU(UIMPOBAHHAS U

HekBaymmduiupoBanras I, cormacHo Ne63-D3 «O0 371eKTPOHHOM MOITUCKY.

39.TTOCT 34.10-2018 «Muadopmanmnonnas texnonorusi. Kpunrorpadudeckas 3ammra
unpopmanmu. [lpoueccel ¢GopMupoBaHHsS U TPOBEPKH DIEKTPOHHON LU(POBOH
MOJAMKCHY, OCHOBHBIE TTOJIOKEHUSI.

40.I1epcrieKTUBBI UCIIOIB30BaHUS JIEKTPOHHOMW MMOAIIMCH B OpPraHU3aluu 3JIEKTPOHHOTO
JTIOKYMEHTO000pOoTa (TIPaBOBbIE U YKOHOMUUYECKUE ACTICKTHI).

41.Xou-(yHKIMK: onpeeseHne 1 001ue TpeOoBaHusl.

42.0OpHOoHaIpaBiIeHHbIEe  XAII-QYHKIIMM Ha OCHOBE CHUMMETPUYHBIX  OJIOUHBIX
aJIrOPUTMOB.

43.Metojbl yrpaBieHUs] KpUNTOrpadhuyeCKUMH KITFOUaMHU.

44 Tenepanusi kpunrorpaduueckux kiatoueit. CxeMa reHepainuu CiaydyailHOTO KIIo4a B
cootBeTcTBHM co ctanaapToM ANSI X9.17.

45.Xpanenue kpuntorpaguaeckux kiarodeit. Mepapxus kpuntorpadudecKux KIHOUYe.
46.Cxema ayTeHTHU(PUKAIIUA MaCcTEeP-KITF0Ya.

47.Cxema 3aluThl CEaHCOBOT'O KITIOYa.

48.Pacnpenenenue KpuntorpapuyecKkux Kiroyei.

49.1Tpotokos1 ayTeHTU(PUKALIMK U paclpeleeHUus KIIYeHd g CUMMETPUYHBIX
KPUIITOCHUCTEM.

50.CoBpeMeHHbIE TPUIIOKEHUST KpUNTOrpaduu.

51.1lepcneKkTUBBI MCIOJIB30BAHUS METOJIOB CTEraHorpaguu ajs 3aluThl HU(PPOBOTO
KOHTEHTA — IJIFOChl U MUHYCBI.

8. IlepeyeHb OCHOBHOW W [JONMOJHUTEIBHON Y4eOHOW JIUTEPATYpBHI,
HEe00X0MMOi1 VIS OCBOCHHS AU CHHUILIUHBI
Pexomenayemas ureparypa:

a) OCHOBHAas JiMTEpaTypa:

1. badam A.B., bapanoBa E.K., Kpunrorpapuueckue MeToasl 3alliuThl
unpopmarnuu : Yuebnuk / E.K. bapanosa, A.B. ba6am. — M. : KHOPYC, 2016. —
192 c.URL: https://avidreaders.ru/book/kriptograficheskie-metody-zaschity-
informacii.html Tekct: anexkTponnslii (naTa obpamienus: 30.09.2022)

2. bapanoga E.K., ba6am A.B. Kpunrorpaguieckne MeToabl 3a1UThI
unpopmarmu. — Jlaboparopusrii npaktukym. — M. KHOPYC, 2015. — 200
c. URL: https://publications.hse.ru/mirror/pubs/share/direct/478613291.pdf
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Texcr: anexTponnbiit (mata oopamenus: 30.09.2022)

0) 10NOJTHUTE/IbHASI JIMTepaTypa:

3. ®omuue, B.M. Kpunrorpadudeckrne MeTO b1 3aIUTH HHGOPMAITHH.

Y. 1. Marematuyeckue acmekThl: yUeOHHK JUIs aKaJIeMHYecKoro OakajaBpuara /
B.M. ®omnues, [[.A. MenpHukoB; nog pea. B.M. @omuuesa. — M.: M3narenscTBo
FOpaiit, 2019. — 209 c. — (Cepusi: bakanaBp. AkageMUuecKuil Kypc).

URL: https://urait.ru/bcode/469567

Tekct: a5ekTpoHHBIN (1aTa oopamenus: 13.09.2022)

4. ®omuues, B.M. Kpunrorpaduyeckue METO b1 3aIUTH HHPOPMAITUH.

Y. 2. CucremHble W TPUKIAJAHBIC ACMEKTHl: YYEOHUK I aKaJIeMHYECKOTO
OakanaBpuata / B.M. ®omuues, J[.A. Menbaukos; nox pea. B.M. ®omuyea — M.:
Opaiit, 2020. — 246 c. URL: https://urait.ru/bcode/470279
Texct: anexTponHbIit (nata obpameHus: 13.09.2022)

9. Ilepeuenb pecypcoB HHPOPMANMOHHO-TEJIEKOMMYHUKALIMOHHOM  CeTH
HNHuTepHeT, HEOOXOAMMBIX JIJISI 0CBOEHUS TUCIIUTIMHBI

1. CnopaBouHas npaBoBas cucrema «Koncynbrantllmrocy. [DnekTpoHHBIN pecypc].
Pexxum nocryna: http://www.consultant.ru/

2. CnpaBouHast mpaBoBas cucrema «l'apant». [DnekTpoHHBIM pecypc]. Pexum
noctymna: http://www.garant.ru/iv/

3. OnexkTpoHHas 6ubnuoreka dunancoBoro yHuBepcurera (OB)_http://elib/fa/ru/
(http://library.fa.ru/elibfa.pdf)

4.9nexrponno-oubnuoreunas cucrema BOOK.RU http://www.book.ru
5.0nekTpoHHO-0MbMMoTeyHas cuctema Znanium http://www.znanium.com

6.Hayunas snektponnas 6ubnuoreka eLibrary.ru http://elibrary.ru

10. MeToanuyeckue yKazaHusi 1Js 00y4aOIIUXCH M0 OCBOCHUIO TN CIUIIJINHBI

CryneHTam mpu MOATOTOBKE CIEAYET HCIOIb30BaTh HOPMATHUBHBIE TOKYMEHTHI
@uHaHCOBOrO yHHBEpcUTETa, a MMEeHHO — [Ipuka3 dunynusepcurera ot 11.05.2021
Nel040/0 OO6 yTBepkIeHUHM pEKOMEHAAIUMK 1O IJIAHUPOBAHUIO U OpraHu3aIuu
BHEAYJTUTOPHOM  CaMOCTOATENbHOW paboOThl CTYyJEHTOB TI0 0Opa3oBaTEIbHBIM
nporpamMmam OakaiaBpuaTa U Maructparypbl B OMHAHCOBOM YHUBEPCUTETE (CM. CalT
duHaHCOBOro YHHBEpCUTETa: Ha IJIaBHOW cTpaHuie pasnaen «Ham yHuBepcuteT»;
nanee «EnunHas mnpaBoBas O0a3za @uHyHHMBEpcUTETa»; moapasnen «OpraHuzanus
ydyeOHoro rmnporeccay — «HopMmaruBHbBIE HOKYMEHTHI MO CaMOCTOATENBHON paboTte),
UCMOJIb30BaTh METOAMUECKHUE PEKOMEHIalluu Kadeap/1enapTaMeHTOB.
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11.IlepeyeHs  MH(MOPMALMOHHBIX  TEXHOJOTHH, HCHOJIb3YEeMBIX IpH
OCYILIECTBJICHHMH 00pa30BaTeJIbHOI0 IHponecca M0 JHCUHMILIMHE, BKJIKYas
nepeyeHb HeO00XO0AMMOI0 IPOrPpaAaMMHOr0 o0ecrneYeHUsi M HMHEPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM

11.1. KoMIJIeKT JMIEH3MOHHOT0 IPOrPAMMHOI0 O00ecTeYeHus :
1. Windows, Microsoft Office
2. Antuupyc Kaspersky

11.2. CoBpemenHbIe npodeccnoHaIbHbIE 0a3bl TaHHBIX U HHPOPMALIMOHHBIE
CIIPaBOYHbIE CHCTEMBbI:

1. UudopmanmonHo-npaBoBas cucrema «I'apant.

2. Uudpopmanmonno-npasoBas cucrema «Koncynbrant Ilmocy.

3. DnekrponHas sHumKIoneAus: http://ru.wikipedia.org/wiki/Wiki._

4. Cuctema komruiekcHoro packpsitus uHpopmanuu «CKPUH»: http://www.skrin.ru
11.3. CepruduumupoBaHHbie TNPOrpaMMHbIC M AaNNAPAaTHbIE CpPeICTBA

3a10MThl HHGOPMALIUK:

He npemycMoTpeHsl.

12. MarepuanbHo-TexHH4YecKasi 0a3a, HeoOXoaMMas UIA OCYLIECTBJICHUS

06pa3OBaTean0ro nmpooecca 1mo IMCumIlJInHe

3aHATHS  TIO AUCHUIIIMHEC IIPOBOIATCA B AYAUTOPHAX, O60py,Z[OBaHHBIX

My.]'[BTPIM@I[HfIHBIMH KOMILICKCAMH, KOMIIBIOTCPaMH C BBIXOAOM B HHTepHeT.
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